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SUPPLEMENTAL/BID BULLETIN

Project Reference No. IB No. 24-29

Name of the Project

Procurement of One Lot Perimeter Firewall with
3-Years Licensed Subscription

Location of the Project

WVSU Medical Center

ADDENDUM NO. 01 - 2024
June 13, 2024

This Addendum No. 01 is issued to modify or amend items in the Bidding Documents. Attached is the Revised
Section lil. Bid Data Sheet (page 12) and Section VIi. Technical Specifications (pages 18-21). These shall

form an integral part of the Bidding Documents.

A. Section ili. Bid Data Sheet

As Specified in the Bidding Documents

Corrections/Modifications/Amendments

T8
Clause
For this purpose, contracts similar to the Project shall be: For this purpose, contracts similar to the Project shall be:
53 a.  Procurement of One Lot Perimeter Firewall with 3-Years a.  Network Equipment and Security with Perimeter
B. Technical Specifications
As Specified in the Bidding Documents Corrections/Modifications/Amendments
I:qe :‘ ltem Description item Description

One Lot Perimeter Firewall with 3-Years Licensed
Subscription

Scope of Work:

To supply, deliver, install, and configure the Upgraded Network
Security Appliance / Next Generation Firewall based to the
WVSU Medical Center's security and network protection setup.

To supply, deliver, install, and configure the Upgraded Network Security
Appliance / Next Generation Firewall based on the WVSU Medical
Center’s security and network protection setup.

Vendor Requirement:

b. The vendor should be possessed with the
right skill sets for architecting, engineering,
designing and planning, and fulfiliment of
the Upgrade of the Network Security
Appliance / Next Generation Firewall. The
bidder should provide at least one (1)
security certification credential listed
below, to demonstrate a person's
knowledge and skills in cybersecurity.
Certification should reflect the expiry date,
and should not be expired.

b. The vendor should possess the
right skill sets for architecting, engineering,
designing and planning, and fulfiliment of
the Upgrade of the Network Security
Appliance / Next Generation Firewall. The
bidder should provide at least one (1)
security cerfification credential listed
below, to demonstrate a person’s
knowledge and skills in cybersecurity.
Certification should reflect the expiry date,
and should not be expired.

For guidance and information of all concerned.

CESAR Q. TRONCO, R.N.
Chairperson
Bids and Awards Committee

For the Chairperson:

PATRICIA P. TUPAS, D.D.M.
Vice Chairperson

[/Bids and Awards Committee ﬁ 9&

Received by the Bidder:

Printed Name & Signature

Name of Bidder/Company

Date:
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Section I11. Bid Data Sheet

(Revised as indicated in the Bid Bulletin No. 01-2024)

ITB
Clause
5.3 | For this purpose, contracts similar to the Project shall be:
a. Network Equipment and Security with Perimeter Firewall including Licens
Subscription.
b. Completed within 2 years prior to the deadline for the submission and receipt of bids.
7.1 | N/A
12 | The price of the Goods shall be quoted DDP in_Philippines or the applicable International
Commercial Terms (INCOTERMS) for this Project.
14.1 | The bid security shall be in the form of a Bid Securing Declaration, or any of the following
forms and amounts:

a. The amount of not less than PAP 104,500.00 [Indicate the amount equivalent to two
percent (2%) of ABC], if bid security is in cash, cashier’s/manager’s check, bank
draft/guarantee or irrevocable letter of credit; or

b. The amount of not less than PP 261,250.00 [Indicate the amount equivalent to five
percent (5%) of ABC] if bid security is in Surety Bond.

19.3
Procurement of One Lot Perimeter Firewall with 3-Years Licensed Subscription -
P 5,225,000.00
Hom D u ABC
No. escription Qty. nit
One Lot Perimeter Firewall with 3-
1 Years Licensed Subscription 1 lot 5,225,000.00
TOTAL ABC FOR THE PROJECT 5,225,000.00
20.2 | No additional Requirements.
21.2 | No additional contract documents




Section VII. Technical Specifications

IB No. UMC 24-29 Procurement of One Lot Perimeter Firewall with 3-Years Licensed Subscription
(Revised as indicated in the Bid Bulletin No. 01-2024)

Item
No.

Specification

Statement of Compliance

[Bidders must stave here either “Comply” or “Not Comply™ against each of the
individual parameters of each Specification stating the corresponding performance
parameter of the equipment offered. Statements of “Comply " or “Not Comply " must be
supported by evidence in a Bidders Bid and cross-referenced to that evidence. Evidence
shall be in the form of tfacturer’s un ded sales literature, unconditional
statements of specification and compliance issued by the moanufacturer, samples,
independent test data elc., as appropriate. A statement that is not supported by evidence
or is subsequently found to be contradicted by the evidence presented will render the Bid
under evaluation liable for refection. A statement either in the Bidder's statement of
compliance or the supporting evidence that is found to be false either during Bid
evaination, post-quailfication or the execution of the Contract may be regarded as
Sfraudulemt and render the Bidder or supplier liable for prosecution subject to the
applicable laws and issuances.|

Procurement of One Lot Perimeter

Firewall with 3-Years Licensed Qty | Unit | Brand | Model |piatement of
Subscription P
1 One Lot Perimeter Firewall with 3- 1 ot

Years Licensed Subscription

Type of Network Security Appliance/Device:

Next Generation Firewall

Basic Requirement:

A Network Security Appliance / Next Generation
Firewall system that has a converged security
solution providing protection for the entire
Network. Equipment should have features for
Networking, Wireless, SD-WAN, Unlimited remote
access VPN, site-to-site VPN, Transport Layer
Security (TLS) and Deep Packet Inspection (DP1)
engine, intrusion Prevention System (iPS),
Advanced Threat Protection (ATP), Security
Heartbeat, Reporting, Web Security and Control,
Application Control, 24/7 support, feature
updates, advanced replacement for hardware
warranty.

Scope of Work:

To supply, deliver, install, and configure the
Upgraded Network Security Appliance / Next
Generation Firewall based on the WVSU Medical
Center's security and network protection setup.

Technical Specifications:

One (1) Unit Network Security Appliance

Performance:

* Dimension; 1U

* Firewall Throughput: 80,000 Mbps

« Firewall IMIX: 37,000 Mbps

* Firewall Latency (64 byte UDP): 4 ps

« IPS Throughput: 36,500 Mbps

= Threat Protection Throughput 8,650 Mbps

= NGFW: 30,000 Mbps
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Section VII. Technical Specifications

IB No. UMC 24-29 Procurement of One Lot Perimeter Firewall with 3-Years Licensed Subscription
(Revised as indicated in the Bid Bulletin No. 01-2024)

Item
No.

Specification

Statement of Compliance

[Bidders must stare here either "Comply” or “"Not Comply" agaimst each of the
individual parameters of each Specification stating the corresponding performance
parameter of the equipment offered. Staiements of “Comply " or “Not Comply " must be
supported by evidence in a Bidders Bid and crass-referenced to that evidence. Evidence
shall be in the form of manufacturer’s wn-amended sales literature, unconditional
staiements of specification and compliance issued by the mamifacturer, samples,
independent test data etc., as appropriate. 4 statement that is not supported by evidence
or is subsequently found to be contradicted by the evidence presented will render the Bid
under evaluation {lable for refection. A statement either in the Bidder's statement of
complionce or the supporting evidence that is found 1o be false either during Bid
evaluation, post-qualification or the executlon of the Contract may be regarded as
JSraudulent and render the Bidder or supplier liable for prosecution subject to the
applicable laws and issuances.]

Procurement of One Lot Perimeter
Firewall with 3-Years Licensed
Subscription

Statement of

Brang Compliance

Unit Model

Qty

« Concurrent Connections: 17,200,000

= New Connections/sec: 450,000

+ iPsec VPN throughput. 75,550 Mbps

* IPsec VPN Concurrent Tunnels: 8,500

» SSL VPN Concurrent Tunnels: 10,000

« SSL/TLS Inspection; 10,600 Mbps

« SSL/TLS Concurrent Connection:276,480

Physical Interfaces:

- Storage (local quarantine/logs): 2 x 240 GB
SATA-III SSD (SW RAID-1)

« Ethernet interfaces (fixed): 4 x GbE; 4 x 2.5
GbE capper; 4 x SFP+

« Bypass port pairs: 2

« Management ports: 1 x RJ45 MGMT; 1 x
COM RJ45; 1 x Micro-USB

« Other I/O ports: 2 x USB 3.0

* Number of Flexi Port Slots: 2 (With options
for Flexi Port Modules)

» Maximum Tota! Port Density: 28

« Maximum Power-over-Ethernet: 2 modules:
4 ports, 60W max. each

« Optional add-on connectivity: SFP DSL
module (VDSL2); SFP/SFP+ Transceivers

+ Display: Multi-function LCD module

Security Features:

« Standard Protection Bundle

a. Base License

* Networking
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Section VII. Technical Specifications

IB No. UMC 24-29 Procurement of One Lot Perimeter Firewall with 3-Years Licensed Subscription
(Revised as indicated in the Bid Bulletin No. 01-2024)

Item
No‘

Specification
pee Statement of Compliance
[Bidders must state here either “Comply" or “Not Comply"” against each of the
individual parameters of each Specification stating the corresponding performance
parameter of the equipment affered. Statements of “Comply " or “Not Comply " must be
ipported by evidence in a Bidders Bid and cross-referenced to that evidence. Evidence
shall be in the form of tfacturer’s un. ded sales literature, unconditional
statements of specification and compliance issued by the manufacturer, samples,
independent test data etc., as appropriate. A statement that is not supported by evidence
or is subsequently found to be contradicted by the evidence presented will render the Bid
under evaluation liable for rejection. A statement either in the Bidder's statement of
compliance or the supporting evidence that is found to be false either during Bid
evalnation, post-gualification or the execution of the Contract may be regarded as
Sfraudulent and render the Bidder or supplier liable for prosecution subject to the
applicable lows and issuances. |

Procurement of One Lot Perimeter

Firewall with 3-Years Licensed Qty | Unit | Brand | Model %t:t"‘:“}fa':c‘;f
Subscription p

» Wireless

+ Xstream Architecture

= Xstream SD-WAN

* Unlimited Remote Access VPN

» Site-to-Site VPN

b. Network Protection

+ Xstream TLS and DPI Engine

* Intrusion Prevention System (IPS)

+ Advanced Threat Protaction (ATP)

*» Security Heartbeat

* Manage SD-RED

« Reporting

¢. Web Protection

+ Xstream TLS and DPI Engine

* Web Security and Control

= Application Control

* Reporting

d. Enhanced Support

+ 24/7 Support

* Feature updates

- Advanced Replacement Hardware
Werranty for Term

Note: The equipment should be of the same
brand with the existing Network
Security Appliance / Next Generation
Firewall as this is an Upgrade of the
Existing. (Reason: Compatibility issues
on the migration of the system.)

20




Section VII. Technical Specifications

IB No. UMC 24-29 Procurement of One Lot Perimeter Firewall with 3-Years Licensed Subscription
(Revised as indicated in the Bid Bulletin No. 01-2024)

Item
No.

Specification

Statement of Compliance

[Bidders must state here either “Comply” or "Not Comply" against each of the
indivichual parameters of each Specification stating the corresponding performance
parameter of the equipment offered. Statemends of “Comply " or “Not Comply " must be
supported by evidence in a Bidders Bid and cross-referenced to that evidence. Evidence
shall be in the form of manufacturer's un-amended sales literature, wunconditional
statements of specification and compliance issued by the mamufacturer, samples,
independent test data etc., as appropriate. A statement that is not supported by evidence
or is subsequently found to be contradicted by the evidence presented will render the Bid
under evaltuation liable for rejection. A statement either tn the Bidder's siatement of
compliance or the supporting evidence that is found fo be false either during Bid
eviduation, post-qualification ar the execution of the Contract may be regarded as
fraudulemt and render the Bidder or supplier liable for prosecution subject to the
applicable laws and issuances.]

Procurement of One Lot Perimeter

Firewall with 3-Years Licensed Qty | Unit | Brand | Model %‘g:"}fﬂ"r}c‘:
Subscription P
Vendor Requirement:

a. The vendor should provide certification
from the principal that the bidder is an
authorized reseller of the Network Security
Appliance { Next Generation Firewall
(NGFW), and is supported for technical
services,

. The vendor should possess the
right skill sets for architecting, engineering,
designing and planning, and fulfillment of
the Upgrade of the Network Security
Appliance / Next Generation Firewall. The
bidder should provide at ieast one (1)
security certification credential listed
below, to demonstrate a person’s
knowledge and skills in cybersecurity.
Certification should reflect the expiry date,
and should not be expired.

Should provide at least one (1) certification
on the security certification credentials below:

» Certified Information Systems Security
Professional (CISSP); or

+ Certified Information Systems Auditor
(CISA); or

» Certified Information Security Manager
(CISM); or

» Certified Ethical Hacker (CEH), or

+ Certified Hacking Forensic investigator
(CHF1); or

+ Systems Security Certified Practitioner
(SSCP); or

= CompTIA Advanced Security Practitioner
(CASP+); or

« Certified Cloud Security Professional
{CCSP)

. The vendor should conduct users’ training
and provide project documentation (such
as screenshots, system configurations,
etc.) as a part of the project turn over.

—nothing follows—
Name of Bidder: B
Submitted by:
(Printed Name and Signature)
Designation:

Date:
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